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CoaoepxaHue

KoHdourypauusa Logstash: cekuyma input

KoHdurypauma Logstash: cekuuns filter

KoHdurypauma Logstash: cekums output

YaoaneHne NMHOEKCOB cTaplle 3agaHHOM AaThl

[Tonck B Elasticsearch perynapHbimu BbipaXxeHUaMm

[Tonck B Elasticsearch perynapHbimu BblpaXxeHnamm

Kak elle MOXHO ncnosnib3oBartb MHPopmauunto n3 ES
MoHuTOopUHr n agmuHucTpuposaHue ES: Elastic HQ
MoHuTopUHr n agmuHncTpupoBsaHue ES: Elasticsearch head
MOHUTOPUHT N agMuHUCTpupoBaHue ES: Marvel

PesynbsTaTthl

Pecypchbl

Q&A
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Llenn aHanun3a cobbiTnn pacnpeneneHHon CUCTEMBI

— [lonck NpUYMHBI HEUCNPAaBHOCTU B NOT XXYpPHanax CUCTEMbI;
— [lonck NpUYmHbLI YXYALEeHUs NPON3BOANTENBHOCTU CUCTEMBI;
— AHanu3 MeTpuK, cneumuiHbIX Ans NPUNOXKEHUS;

— [porHo3npoBaHMe Ha OCHOBE UCTOPUYECKUX AaHHbIX;

Deutsche Bank Uropb CyxopykoB
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Cnocobbl pelleHus

— [lokynka cuctembl Unn cepeuca aHanunaa fnoros/MeTpuK;
— PaspaboTka cBoero «Benocunena;
— Wcnonb3oBaHne Open Source pelueHuu;

Knaccudoukaumsa peLlleHmns no Tmny xpaHmnuiia

— LleHTpanu3oBaHHOE XpaHUnuuie;
— PacnpepgeneHHoe XxpaHunuiie,
— be3 gononHUTEeNLHOro XpaHnnuuya,

Deutsche Bank Uropb CyxopykoB
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PaccMOTpeHHble METOAbI peLLEHUSA

— grep + awk/perl + distributed shell;

— KonupoBaHue hannos B pacnpeneneHHyo gannoByo CUCTEMY U
nocneayowas pacnpegeneHHas obpabdoTtka n NOUCK;

— CBoun «Benocuneny». LleHtpannsoBaHHoOe xpaHeHMe roros, Beb
NHTEpPdEenc

— Apache Chainsaw v2+log4) socket appender

— hawtio + insight-log4j

Deutsche Bank Uropb CyxopykoB
PaspaboTka NO/CEE-SEC(R) 23.10.2014 5



PaccMoTpeHHble MeETOAbI peLleHns

— sk SPlunk >

syslog-ng

Open Source Edition

— Syslog/Syslog-NG

— CollectD

— RRDtool + cacti

TITHE

i
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PaCCMOTpeH Hbl€ METOAbIl peLleHNA

— Enterprise log search and archive (ELSA)

— Octopussy

Web
— Apache Flume (o () i
Agent -

— Fluentd &? fluentd

— Elasticsearch/Logstash/Kibana(ELK)

A\
O o

Your Data, your Search !

[ ASTICSEARCH

Deutsche Bank Uropb CyxopykoB
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Mouemy nmeHHo Elasticsearch/Logstash/Kibana?

— Elasticsearch - pacnpegeneHHas cuctema XpaHeHUs1 UHOEKCOB U
OAHHBbIX, BbINMOSTHEHUE 3anpPoCcoOB N AENCTBUN C UHOEKCAMU;

— OyHKUMOHanbHbIE BO3MOXHOCTU Apache Lucene 1 cTabunbHoOCTb;
— He Hapo meHaTb popmart noros. KoHdurypaums Logstash;
— HTML5 dppoHTaHA Kibana, BnsyanbHoe co3gaHne ounsTpos;

— bbicTpbin cTapT. ELK nHTerpmpoBaHHoe pelleHune. MoXxHO 3anyCcTuTthb
n nonpobosBaTb BCe TPU KOMIMOHEHTA CUCTEMbI 3aryCcKOM O4HOro
npouecca. [1pn ToM YTO BO3MOXXHO rOpU30OHTasrbHOE
MaclTabupoBaHue/aBToMaTu4ecKkoe LapampoBaHue NMHOEKCOB;

— JVM/Java coBmecTumasi TEXHOOrMa 1 angd Hac 9To AOCTOUHCTBO.
Moaynu ona ES Ha java. Logstash paboTtaet B jruby;

— Apache license;

Deutsche Bank Uropb CyxopykoB
PaspaboTka NO/CEE-SEC(R) 23.10.2014 8



Elasticsearch gocrtatoyHo nonynspeH

> L]
Bloomberg guardian GitHub
Bloomberg crunches 1.5B log lines The Guardian analyzes how 5M Developers search 8M code
per day for better operational users interact with news —all in repositories on GitHub — the
visibility. real-time. world's largest code host.

Path e github  {(Rumgure @ SONY
il b )(|NG’( ““desk %2IGN mozilla

SOUNDCLOUD

hazaarvmce

\ . .
Sisackovertion  EKLOUT  infochimps

SCOUT 24

BREWSTER

NETWORKED Fog Creek ]  @DRevinate @ picturesafe

Deutsche Bank Uropb CyxopykoB
PaspaboTka NO/CEE-SEC(R) 23.10.2014



Kak ELK paboTaeT y Hac: KOMMNOHEHTbI

logstash agent, enyi
Index logs f collect metrics

]

] % Elasticsearch (ES)

7

M transmit recard to ES
|
: Index logs f collect metrics

1
1
1
1
1
1
: logstash agent, ery? -~~~ ~ -~~~ ~——7
transmit record to ESI
1
1
1
1

Index logs f collect metrics

% logstash agent, ere™ | _ _ _ _ _ _ _ _ _ _ _ _ _ o _______m™

application, envi

application, env2

application, enw M

Deutsche Bank Uropb CyxopykoB
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Beb nHtepdenc Kibana

EVENTS OVER TIME

View » | @ Zoom Out| @ *(16737852) count per 1h | (16737852 hits)

1750000
1500000
1250000
1000000
750000
500000
o | || | " |‘ ‘
0 III|.|||".I|| | ..|.._.| __I _| __________________ S S —— II|I [T PRI | (R ——— | II................IIuI. II I ||||I
12:00 00:00 12:00 00:00 12:00 00:00 12:00 00:00 12:00 00:00 12:00 00:00 12:00
10-03 10-04 10-04 10-05 10-05 10-06 10-06 10-07 10-07 10-08 10-08 10-09 10-09
ALL EVENTS o & n 4 x
Fields @
0 to 100 of 500 available for paging >
All (45) { Current (26}
Type to filter loglevel » 4 host » 4 component » 4 instance » 4 logger » 4 entries_cnt » 4 size_sum
INFO u3  proxy 1 PERF.GridStorage.putData
0 @timestamp
0 @version INFO u3  proxy 1 com.db.gm.rplcache serverhttp. RpcSenviet
O _id INFO u3 proxy 1 com.db.gm.rplcache.rpc.protobuf. ProtobufRpcBinaryCodec
O _index
O _type INFO u3 proxy 1 PERF.GridStorage. putData 2 2797
D class INFO u2  proxy 2 PERF GridStorage. putData 1 1427
[
INFO uz proxy 0 PERF.RpcSemnviet doPost
1
0O entries_tot_cnt INFO ui proxy 1 PERF.RpcSemnviet.doPost
O environment X
X INFO uil proxy 3 PERF.GridStorage. putData
O gc_real_times
O gc_sys_times INFO u3 proxy 2 com.db.gm.rplcache.rpc.protobuf. ProtobufRpcBinaryCodec
O gc_user_fimes INFO uil proxy 1 com.db.gm.rplcache.rpc.protobuf. ProtobufRpcBinaryCodec
1
= INFO uz proxy 2 PERF.GridStorage. putData
Deutsche Bank Uropb CyxopykoB
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[Mpumep JSON 3anuncen noros B Elasticsearch

_index: "logstash-2014.10.09",
_type: "logs",
_id: "9eZQOAvXSxST2fgWGQV4bA",
_score: 1,
¥ _source: {
message: "Request completed, tracer=5740235904141455 EXEC_TIME: 2.19ms",
@wversion: "1",
@timestamp: "2014-10-09T00:01:18.433Z",
environment: "UAT-77 77",
host: "o 0L o a2",
class: "qtp920138597-13740",
loglevel: "INFO",
component: "proxy”,
instance: 3,
logger: "PERF.RpcServlet.doPost",

times: 2.19

_index: "logstash-2014.10.09",

_type: "logs’,

_id: "Na8vsgqlnTEeY93XmPEISRg",

_score: 1,

¥ _source: {
message: "2014-10-09T01:01:07.084+0100: [GC [ParNew: 943744kK->73933K(943744K), 0.1091770 secs]
@version: "1", 2100836K->1308588K(8283776K), 0.1092600 secs] [Times: user=0.27 sys=0.09, real=0.11 secs] ",
@timestamp: "2014-10-09T00:01:07.0002",
wrapper: "true",
environment: "DEV-1 ",
host: "loo 00 3",
loglevel: "INFO",

source: "jvm 1°, @timestamp is the ISO8601 high-precision

component: "server”,

instance: 1, timestamp for the event.

gc_user_times: 0.27,

gc_sys_times: 0.09, @version is the version number of this json

gc_real_times: 0.11
3, schema

Deutsche Bank Uropb CyxopykoB
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duneTpbl B Kibana u rpadpuk

~nA Logstash Search a day ago to a few seconds ago ~ -

time must & % field must &% field must &% field must

field : @timestamp field : environment field : logger field : size_sum
from : now-24h query : "UAT- 3 query : "PERF.GridStorage. putData™ query : =1024

to: now

EVENTS OVER TIME

ew » | € Zoom Out | @ *(544195) size_sum total per 10m | (644195 hits)

ALL EVENTS

Fields @
0 to 100 of 500 available for paging

loglevel » 1 component » 1 instance » 4 logger » 1 entries_cnt » 1 size_sum
INFO - proxy PERF.Gridstorage.putData 2854
INFO proxy PERF.GridStorage. putData 2827

INFO proxy PERF.GridStorage. putData 20839

Deutsche Bank Uropb CyxopykoB
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JVM GC B knactepe

Al Logstash Search 5 minutes ago to a few seconds ago ~ 5]

FILTERIMG »

time must & % exists must field must

field : @timestamp field : gc_real_times field : environment
from : now-5m query : "UAT- r
to : now

EVENTS OVER TIME
w | @ Zoom Qut | * (640) gc_real_times total per 1s | (640 hits)

FdBars WLines M Stack [ELegend Intervall 15 (auto H

14:03:00 14:03:30 14:04:00 14:04:30 14:05:00 14:05:30 14:06:00 14:06:30 14:07:00
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VIHdbopMaLuunsa o BpeMEHU onepaunmn B Knacrtepe

logger:"PERF GridStorage putData" logger:"PERF GridStorage read" logger"PERF GridStorage storeS Q +

FILTERING »

time must & % field must (# & % exists must
field : @timestamp field : environment field : times
from : now-6h query : "UAT-S"

to - now

EVENTS OVER TIME

logger"PERF.GridStorage putData®™ (196349) logger"PERF.GridStorage.read™ (7781) logger"PERF.GridStorage . storeSnapshot”™ (2578) times total per 5m | (206708 hits)
250000

200000

150000

100000

ALL EVENTS

Fields @
0 to 100 of 500 available for paging

loglevel » 4 component » 1 instance » 1 logger »
INFO proxy 2 PERF.GridStorage. putData

INFO proxy 3 PERF.GridStorage. putData

Deutsche Bank Uropb CyxopykoB
PaspaboTka NO/CEE-SEC(R) 23.10.2014




Ctatucrtuka

3000000
2000000

1000000

TOP 10 TERMS IN FIELD LOGLEVEL

Term Count
INFO 48978029
DEBUG 88504
WARN 20366
ERROR 19201
STATUS 1032
Missing field ]

Other values ]

ALL EVENTS

Fields @ cose Statistics for entries_cnt «

1 (mean)

count tota std_deviation sum_of_squares

11,781,338 11,674,438 1 26,702,618

0 to 100 of 500 available for paging

loglevel » 4 environment » 4 component » 4 instance » 1 logger

DDODRDODDDDDD

INFO DEV-D maintenance 0

=

INFO proxy 2 PERF.GridStorage.putData

Deutsche Bank Uropb CyxopykoB
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MeTpukun, cneundunyHble anga NpunoXxXeHus

Action Value
Q@m 2014~
Q@m 1
Q@ im

_index Q @ m

_type Q @ &

binz ] Q @ mHi

environment Q @ mHi

label Q @
Q @ mHi Jeals (obje 142 2 2790479519, total paritions 0, ing partitions
Q@ im

ngParts Q @ mHi

maonitoring Q @

name Q@
objectCount Q @
reportHost Q @ &

totalParts Q @ mi

ALL EVENTS

Fields @
0 to 80 of 60 available for paging

@timestamp message host component instance partition fromPartition
2014 i 4:00 a5 Uk db.com:storage I 5.uk db.com storage

20144 4:00 a5 uk.db.com:storage-3 9 (8) paianew5.uk.db.com

2014- 4 —— g e 6. uk.db.com

2014 i D k.db.com:storage-0 Bt Uk db.com storage

Deutsche Bank Uropb CyxopykoB
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KoHpurypauua Logstash: cekuums input

input {
file {
start_position => beginning
path =>[ "/locall............ /cache/logs/*-wrapper.log.*" ]
sincedb_path=>"/............ /cache/df-cluster/.sincedb_path_ UAT-1"
exclude => ["logserver-*"]
add_field => {
"wrapper" => "true"
"environment" => "UAT-1"
}
}
file {
start_position => beginning
path => [ "/local/applogs/cache/df-cluster/UAT-1/cache/logs/*.log.*" ]
sincedb_path => "/local/applogs/cache/df-cluster/.sincedb_path UAT-1"
exclude => ["*-wrapper*", "logserver-*"]
add_field => {
"environment" => "UAT-1"
}
}
}
Deutsche Bank Uropb CyxopykoB
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KoHdpurypauunsa Logstash: cekums filter

filter{
iffmonitoring] !'= "true"{
multiline {
patterns_dir => "./patterns® negate => true what => previous
pattern => ""%{LOG4J DATESTAMP:timestamp}"
}
grok{
patterns_dir => "./patterns”
match => [ "message", "%{LOG4J DATESTAMP:logtimestamp} -
\[%{GREEDYDATA:class}\] - %{LOGLEVEL:loglevel} —
%{GREEDYDATA:logmessage}"]
named_captures_only => true
}
grok {
match => [ "path", "%{UNIXPATH}/%{WORD:component}-
%{INSTANCEID:instance:int}" ]
named_captures_only => true

}
date {
match => [ "logtimestamp”, "YYYY/MM/dd HH:mm:ss,SSS" ]
}
}
}
Deutsche Bank Uropb CyxopykoB
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KoHdurypauua Logstash: cekums output

output {
elasticsearch {
embedded => true
cluster => "logserver"
embedded_multicast_enabled => "false"

embedded_unicast_hosts =>"....... u4-
pri.uk.db.com:9300,............ us-pri.uk.db.com:9300,............ :
embedded file lock => "/local/............ /logserver.lock"
embedded path data => "/local/............ /logserver/storage"
embedded_path_logs => "/local/............ /logserver/logs"
}
}

PaspaboTka NO/CEE-SEC(R) 23.10.2014 20



YnaneHne NHOEKCOB cTaplue 3agJaHHOW AaThbl

public class CleanupRiver extends BaseScheduledRiver {
@Override
protected Runnable getRiverTask() {
return new Runnable() {
@Override
public void run() {
LOGGER.info("Cleanup indexes older than {} days from task start time.", getDays());
SimpleDateFormat indexDateFormat = new SimpleDateFormat("yyyy.MM.dd");
ClusterStateResponse clusterStateResponse = getClient().admin().cluster().prepareState().execute().actionGet();
ImmutableOpenMap<String, IndexMetaData> indices = clusterStateResponse.getState().getMetaData().getIndices();
Iterator<ObjectObjectCursor<String, IndexMetaData>> iterator = indices.iterator();
while (iterator.hasNext()) {
ObjectObjectCursor<String, IndexMetaData> next = iterator.next();
String index = next.value.index();
try {
if(findex.startsWith("logstash™)) continue;
String source = index.split("-")[1];
Date date = indexDateFormat.parse(source);
long intervallnDays = (System.currentTimeMillis() - date.getTime()) / TimeUnit.DAY S.toMillis(1);
if (intervallnDays > getDays()) {
LOGGER.info("delete index "+index+", which was created "+intervallnDays+" days ago");

getClient().admin().indices().delete(new DeletelndexRequest(index));

}
} catch (Exception e) {

LOGGER.error("Skip index "+index+"", e);

}
}
LOGGER:.info("finish cleanup");
}
¥
}
Deutsche Bank Uropb CyxopykoB
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[Tonck B Elasticsearch perynapHbiMu BblpaXkeHUAMN

— The regexp query allows you to use regular expression term queries.
... The "term queries" in that first sentence means that Elasticsearch
will apply the regexp to the terms produced by the tokenizer for
that field, and not to the original text of the field.

— Bbixopa: elasticsearch scripting n nepesannck 3anpoca

The scripting module allows to use scripts in order to evaluate
custom expressions. For example, scripts can be used to return
"script fields" as part of a search request, or can be used to evaluate
a custom score for a query and so on. The scripting module uses by
default mvel as the scripting language with some extensions. mvel is
used since it is extremely fast and very simple to use, and in most
cases, simple expressions are needed (for example, mathematical
equations).

Deutsche Bank Uropb CyxopykoB
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[Tonck B Elasticsearch perynapHbiMu BblpaXkeHUAMN

@ regexp:Protobufispayload\ssize\s\d{7 }
FILTERING »

time must field must
field : @timestamp field : logger

from : now-24h query :
to: now “com.db.gm.rplcache.rpc.protobuf. ProtobufR pcBinaryCodec”

EVENTS OVER TIME

w e | & Foom Out| @ regexpProtobufispayloadissize\s\d(7 } (499) count per 10m | (499 hits)

2200 00:00
06-26 06-27

ALL EVENTS
Fields @
e 0 to 100 of 499 available for paging
: = environment » 4 component » 4 instance »
proxy
proxy

proxy

Deutsche Bank Uropb CyxopykoB
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Protobuf payload size 1184579
Protobuf payload size 1216975

Protobuf payload size 1272038
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Kak elle MOXHO ncnonb3oBaTtb MHGopMaLuuto n3 ES

— JavasScripts/scripts

. REST API;
. |qPlot;

. gnuplot JS

— Shell script
¢ es2unix
« CURL+|qg

— Java
« Elasticsearch java AP,
« JasperReport/JasperServer;
« Sencha GXT plot.

Deutsche Bank Uropb CyxopykoB
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http://www.elasticsearch.org/guide/en/elasticsearch/reference/current/docs.html
http://www.jqplot.com/
https://github.com/chhu/gnuplot-JS
https://github.com/chhu/gnuplot-JS
https://github.com/chhu/gnuplot-JS
https://github.com/elasticsearch/es2unix
http://stedolan.github.io/jq
http://community.jaspersoft.com/project/jasperreports-server
http://www.sencha.com/products/gxt
http://www.sencha.com/products/gxt
http://www.sencha.com/products/gxt

MoHuUTOpUHIr n agmmHucTpupoBanne ES: Elastic HQ

Elasticsearch

Overview | Infices | Browser | Structursd Query [+]

http:// A+ . uk. db.com: 3200/

Overview huﬂ-——d' Cluste: hﬂ. A ---—ﬂ Index Filter

chilles

[info = W Actions ~ |

loodaxe

O

‘haka

arella

[1pf0 ~ W Action=~ ]

logserver cluster health: green (102 of 102)

logstash- logstash-
2014.06.19 2014.06.20
xize: 154M iza: 52.2M
(310M) {105M)

docs: 318,573 docs: 73,100
(318,573) {73,100)

info - ] info - |

Any Reguest [+]
logstash-

_river cacheadmin 2014.06.18

siz=: 6,14k mize: 3.20K mizm: 134M

{8.47k) {6.2dk) [232M)

dazs: 4 (14) dzz=: 1(3) docs: 163,635
[163,636)

| Actions « ] | Actions - info -
E."r— * '_g

0]

[4]
9]
[4]

1] (o

ojli]  [o]

= s
[o][1]

(W]

[N][S] [&][M]
[&]

logstash-
2014.06.21

size: 534K
{1.08M)

docs: 438 {458)

logstash-
2014.06.22

=izm: 543k
{1.06M)

{ )
docs: 477 (477)

[ Actions = |

[©][#]

[ Actions - |

[ Refresh | -
logstash- logstash- logstash- logstash-
2014.06.23 2014.06.25 2014.06.26 2014.06.2]
xize: 1.38M iza: 125M xiza: TOEM iza: 51.8M
(2.41M) [228M) (1.385) [122M)
docs: 3,027 doce: 204,388 doce: 1,568,580 docs: 104,177
3,027) [204,388) (1,668,550) [104,177)
info - ] L info - | info - | L info - |
G."I— D '_:g i."r— * '_g G."r— * '_:g i."r— * '_g

E3

[®][V]

(][]

0]

[™]

EIESN
E ©&

[w][=] [#]
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MOHUTOPUHI N agMUHNCTPUpoBaHne ES:
Elasticsearch head

Elasticsearch /s u<d> com 9200 logserver-prd ENSEHRSARRNGREERIAG

Overview | Indices | Browser | Structured Query [+] | Any Request [+]

Search logstash-2014.07.01 (453288 docs) E for documents where:
must E| logs.logger.raw E term E PERF.GridStorage.putDa

Output Results: CSV ENumber of Results: 10 El Show query source
{

(=)

¥ query: {
¥ bool: {
¥ must: [
{
¥ term: {
logs.logger.raw: "PERF.GridStorage.putData"
¥
1
¥ must_not: [ ],
¥ should: [ ]

¥
}J’
from: 0,
size: 10,
v sort: [ ],
v facets: { }
T

| Show Raw JSON |

_m,_type,_id,_srmze,_:uurne.mes::qe,_:uuzme.e::ersi:m,_snmrme_at:imestamp,_suurme_emvirmt,_s:vurme.hnst.,_s:mrr_-e_r;las:,_s:mrme_1n-glewe1,_=:vurr_~|e_unnq)mt,_suurme.instmme,_:uuzme.1n-gq-ez,_=uurme.t.ime=,_=:
"logstash-2014.07.01%, "log=", "SErwiSEFRSeTEmyKogqeBAg™, "4. 39604237, "view=[Deals] data.size=14 EXEC _TIME: 22.5€ms=","1","2014-07-01T10:40:03_ 23627, "EENNNNS" , " Guuielec" , "qrplB07€50545-2447, "INFO", "proxy”
"log=tash-2014.07.01%, "log=", "ApS5€bzBtIDIT5—tQ4Ie]—Q", "4 29604237, "view=[Other] data =size=303 EXEC TIME: 73.87m=","1%,"2014-07-01T10:40:03_ %2627, " ", " NN -~ "qtplB07E650945-2357, "INFO", "prox)
"logstash-2014.07.01%, "log=", "nfglKI0w3Dyi £4£7ganomy™, "4. 39604237, "view=[internal-lakel | Frd] data.size=l EXEC TIME: 40.€5m=","17,"2014-07-01T10:40:04.2472", "ENmNs ", = pulelemy €7, "qrp 1807650945244, "1
"logstash-2014.07.01", "logs", "k1L70N_BGFeIREB3TMEYoQ™, "4. 39604237, "view=[Jtatuses] data.size=€ EKEC_TIME: B.S8ms","1","2014-07-01T10:40:08.9452", " WS ", " <"  "gtplB07650545-2357, "INFO", "prox;
"logsta=sh—2014.07.01", "log=", "i-SnmCUER3eIkyHRTum3Rg™, "4 35604237, "view=[internal-label |Other] data.size=1 EXEC TIME: 5.55m=","1","Z2014-07-01T10:40:05.251Z", " " - " R E " - "gtplB07 6505452357, "
"logstash-2014.07.01%, "logs", "VEN4GCIrT1lqaSbdZy¥qli¥g™, "4. 39604237, "view=[Deals] data.size=€ EXEC TIME: B.37ms",”1","2014-07-01T10:40:11.5452", "IN, - SR " , " qtp 1607 €50545-243", "INFO", "proxy™, "
"logstash-2014.07.01%, "log=", "BkWdxTkgRy-WbOEZITATQR™, "4. 38604237, "view=[internal-label |Other] data.size=l EXEC TIME: 3.%Zms","1","2014-07-01T10:40:26.620Z", "IN, " elelen<" , "qrpl007 6508452457,
"logstash-2014.07.01%, "logs", "3WeChx 1QXmNzZln-zOWiw™, "4.3960423", "view=[Frd] data.=ize=2% EXEC TIME: 10.7€ms=","1","2014-07-01T10:40:29.1462", "IN, " WPy <", "qrpl807€50945-243", "INFO", "proxy”, "
"logstash—2014.07.01", "logs", "gHT€05¥RRWNIEIg2afoT1kQ™, "4 39604237, "view= [internal-label |[Other] data.size=1 EXEC TIME: $.5Tm=","1","2014-07-01T10:40:30_ 17127, " N 2" " I <" ; "qtplB07E50945- 2367, "
"logsta=zh—-2014.07.01"%, "log=", "hVY2(LEEITCoEFgSWilI3A", "4 35604237, "view=[Deals] data.=size=517 EXEC TIME: 25.51lm=","1","2014-07-01T10:40:31 16427, "N " . " DE"  "grplB07€50545-2337, "INFO", "prox;
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PesynstaThl

— Cuctema, arpurnpyrowias MHdopmMauuto Knacrtepa 13 nor goannos u
cneymndunyHbIX O NPUoXeHUa areHToB cbopa METPUK;

— [lonHOTEKCTOBbLIN MOUCK N MOUCK MO PEryNAPHbIM BblpaXXeHUsM;
— BwusyanbHoe nocTpoeHne punsTPoB NOUCKA;

— BoamoxHocTb Busyanmnsaunm 3anpocos B Kibana, nogcyet arperatos
YMCIIEHHbIX 3HAYEHNN, a TaKXKe YacTOTbl MOABNEHNS CTPOKU B
pesynbrartax 3anpoca,

— ABTOMaTn4eckoe yganeHue nHagekcos ctapwle N gHew;

— Bo3mMoXHOCTb aBTOMaTM3aunm 4encTtBnun Haa AaHHbIMU C NMOMOLLbIO
REST nHTepdenca Elasticsearch;
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Pecypchl

 http://www.elasticsearch.org

 http://www.elasticsearch.org/overview/logstash

o http://www.elasticsearch.org/overview/kibana

 http://www.elastichqg.orq

« http://mobz.github.io/elasticsearch-head

« http://www.elasticsearch.org/overview/marvel
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