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© MHULMANMU3npoBaTb HOpManbHyto paboty SMM 1 ACPI;

- MpeaocTaBuTb 6a3oBble PyHKUMK Ana Legacy OS;

- 3arpy3untb ROMBASHE OC;

- MHOrga - NPeaocTaBuTb yHKLUKUK cobcTBeHHon OC UEFI;
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- VHOTOA - NPeAO0CTaBUTb OYHKLMM BOCCTAHOBNEHWA ceba n/unu
npenycraHosneHHon OC;



COREBOOT — 3AYEM?

OcHOBHble npeactasutenu System BIOS and x86:

PC BIOS EFI Coreboot
Assembly 8086 many 96% ANSI C, 1% asm
real mode protected mode protected mode

Closed Open GPLv2

Table 1: CpaBHeHMe ocHOBHbIX BIOS' 0B
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- real mode programming;

- TeCTMPOBaHWe;
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HEeKOTOpble Security BEKTOPbI:

- System BIOS umeeT HeorpaHuyeHHbI goctyn K hardware;
- npwu cold reboot RAM He oumnwiaetcs;

- KoA 06paboTymka SMM BbINAHAETCA Ha YypoBHe >= gapa OC n HE
aBnseTcs yactobio OC;

- B env OC UEFI MOXXHO 3anucaTb U3 user space;
- GPU ymeeT xoauTb B RAM B 06x0q CPU yepe3 DMA;
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PellieHVe HEKOTOPbIX CEKYPUTU Npob6iem:

icnonb3osatb CBOGOAHYIO firmware;

- PazpabartbiBaTb CBOHOAHbBIE aNbTepPHATUBbLI MPONPUETAPHOrO
UHNLMANN3NPYIOLLErO KOJA M MPONpUeTapHbix AparviBepoB
- Pa3zBuBaTtb naeto Secure Linux Boot
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MepBsbie warwn 3arpy3kn Coreboot(LINUXBIOS) v0.01 (1999)

1. nepeuntn B protected mode
2. ckonuposaTb initramfs ¢ GNU/Linux 8 RAM

jump

w
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MepBsbie warwn 3arpy3kn Coreboot(LINUXBIOS) v0.01 (1999)

Linuxbiosmain () {
void (*v) () = 0x100000;
unsigned char *rom = 0xfff00000;
memcpy (v, &rom, SIZE);
(v + 0x20) ();
/* NOTREACHED */

1
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MepBble warmn 3arpyskn Coreboot(LINUXBIOS) v0.01 (1999)
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Mepsble warwv 3arpy3kn Coreboot(LINUXBIOS) v0.01 (1999)

MwuHycbl:

- He paboTaeT Ha "coBpeMeHHOM” xenese n3-3a Vendor specific
yCnoBuu nHMumanmsaunm RAM, South Bridge

- He pabortatoT PCl ycTponcTBa M3-3a HEOOXOAUMOCTU UX
LOMOMHUTENbHO UHULMANU3MPOBATD
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"CoBpeMeHHbIn” BapuaHT 3arpy3ku Coreboot(LINUXBIOS) v3 u v4
ans Intel apxuTekTypbl X86

1. nepexoa B Protected Mode
2. mainboard init 1 (FPU enable, SSE enable, Cache as RAM)

3. mainboard init 2 (Vendor Specific code, Southbridge, init RAM
(ROM stage)

4. copy decompressed Coreboot in RAM
5. jump to RAM entry point (start RAM stage)

6. Initialize console, enumerate devices, ACPI Table, SMM handler
(RAM stage)

7. jump to payload entry

14
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Payloads:

SeaBIOS (old name - ADLO);

OpenBIOS;

OpenFirmware;

GRUB2, FILG;

TianoCore (UEFI);
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0S as payload: Linux, NetBSD, PLANY;
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N A L
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Payloads:

SeaBIOS (old name - ADLO);

OpenBIOS;

OpenFirmware;

GRUB2, FILG;

TianoCore (UEFI);

Etherboot / GPXE / iPXE;

0S as payload: Linux, NetBSD, PLANY;

. Depthcharge, Uboot, Explorer (Chromebooks payloads);

. Games: Tint, Invaders;

. Tests and info: Memtest86, Memtest86+, Corelnfo, nvramcui;

© P U R W N
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. Bayou (load menu for multiple payloads);

—
No

. Libpayload;
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Own Payload with libpayload:
#include <libpayload.h>

int main(void)

{
printf(”"Hello, world!\n");
halt ();

return O;

16
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ictopua npoekta CoreBoot:

core

systems

1. cyuwecTByeT € 1999 roga kak ceob6oaHas GPLv2 firmware ang
KnactepHbix pewerun (LINUXBIOS);

2. 957% - ANSI C, 1,4% - Assembly, rest - C++, Perl, Shell, text files

3. May/2015 219 new commits per 30 days (7.3 commits/day, 1 commit
every 197 mins)

4. ¢ 2008 HasbiBaeTcs CoreBoot T.K. MOXKET 3arpyxaTtb He TONTbKO
Linux, HO 1 BSD n PLAN9

5. € 2010 pa3pabaTtbiBaeTcs Ana Google ans Chrome 6ykos noa x86

6. http://coreboot.org
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May/2015:

1. x86, x86_64, ARM, ARM64, MIPS

2. 61 desktop MB

3. 39 server MB

4. 30 laptop MB (and some Apple)

5. 33 embedded boards

6. 17 Mini-ITX / Micro-ITX / Nano-ITX
7. 7 Set-top-boxes / Thin clients

8. QEMU
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COREBOOT — HOWTO

byneTt He NULWHNWM HAaNOMHMUTb:

ABTOp He HECET OTBETCTBEHHOCTM 3@ BO3MOXHble noBpexaeHuns

060pyN0BaHNSA, YNYLLEHHYIO BbIFOAY, P3Py tHEHHHO-FHEMXIHY 1

OTCYTCTBME yAaumn B CTONb HENErKOM Aene;




COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAad4a HauTK MB B cnucke NoaaepKMBaemMoro 06opyaoBaHus;
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAa4a HaUTUM MB B CN1CKe NoAAepXnBaeMoro 060pyaoBaHus;

2. OBHOBUTb OPUTMHANbHbIK NponpueTapHbin BIOS oo nocnenHen
Bepcuu;
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAa4a HaUTUM MB B CN1CKe NoAAepXnBaeMoro 060pyaoBaHus;

2. 06HOBUTb OpUIMHANbHbLIV NponpueTapHbin BIOS oo nocneaHen
BEpCUL;

w

ROM datasheet n pykoBoACTBO N0 pazbopke yCTPOUCTBA;
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAa4a HaUTUM MB B CN1CKe NoAAepXnBaeMoro 060pyaoBaHus;

2. 06HOBUTb OpUIMHANbHbLIV NponpueTapHbin BIOS oo nocneaHen

BepCuuy;

3. ROM datasheet n pykoBoACTBO MO pa3bopke YyCTPOUCTBA;
4. NpOrpamMmmHbIn nporpammatop - flashrom (nHorga pa6otaer);
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAa4a HaUTUM MB B CN1CKe NoAAepXnBaeMoro 060pyaoBaHus;

2. 06HOBUTb OpUIMHANbHbLIV NponpueTapHbin BIOS oo nocneaHen
BEpCUL;

ROM datasheet n pykoBOACTBO M0 pa3bopke yCTPOWCTBA;
nporpaMmmHbIn nporpammarop - flashrom (nHorga pabotaer);

annaparHblii nporpammaTop (Korga He paboTaeT NporpaMmmHbIN);

= w

Ul
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAa4a HaUTUM MB B CN1CKe NoAAepXnBaeMoro 060pyaoBaHus;

2. 06HOBUTb OpUIMHANbHbLIV NponpueTapHbin BIOS oo nocneaHen
BEpCUL;

ROM datasheet n pykoBOACTBO M0 pa3bopke yCTPOWCTBA;
nporpaMmmHbIn nporpammarop - flashrom (nHorga pabotaer);
annaparHblii nporpammaTop (Korga He paboTaeT nporpaMmmHbIn);

on G 2 W

MnadbHaA CTAHLU WA (KOFLLa aI_II_IaDaTHbM Henb3A NOAK/TIYNTb Yepe3
ISP);
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1.
2.

oo ow

YAada HauTu MB B cnucke NoaaepnMBaemMoro 060pyaoBaHus;

0OHOBUWTb OPUTMHANbBHbIN NponpueTapHbin BIOS 0o nocnegHen
BEpCUL;

. ROM datasheet 1 pykoBoacTBO No pa3bopke yCTPOUCTBa;

nporpaMmmHbIn nporpammarop - flashrom (nHorga pabotaer);
annaparHblii nporpammaTop (Korga He paboTaeT nporpaMmmHbIn);

nasnbHas cTaHums (Korga annapaTtHbii HeNb3s NOAKMNIUUTL Yepes
ISP);

JOKymeHTauuu no offset ons mogynen B opurnHanbHOM
nponpuetapHom BIOS;
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAa4a HaUTUM MB B CN1CKe NoAAepXnBaeMoro 060pyaoBaHus;

2. 06HOBUTb OpUIMHANbHbLIV NponpueTapHbin BIOS oo nocneaHen
BEpCUL;

ROM datasheet n pykoBOACTBO M0 pa3bopke yCTPOWCTBA;
nporpaMmmHbIn nporpammarop - flashrom (nHorga pabotaer);
annaparHblii nporpammaTop (Korga He paboTaeT nporpaMmmHbIn);

o g1 B W

nasnbHas cTaHums (Koraa annapartHblid HeNb3s NOAKTIUNTL Yepes

ISP);

7. pokymeHTauun no offset ans moaynewn B OpUrnHanbHOM
nponpunetapHom BIOS;

8. git, GCC, binutils + HekoTopble other dependencies;
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COREBOOT — HOWTO

Yto noTpebyeTca anda yctaHoBky CoreBoot?

1. yAa4a HaUTUM MB B CN1CKe NoAAepXnBaeMoro 060pyaoBaHus;

2. 06HOBUTb OpUIMHANbHbLIV NponpueTapHbin BIOS oo nocneaHen
BEpCUL;

ROM datasheet n pykoBOACTBO M0 pa3bopke yCTPOWCTBA;
nporpaMmmHbIn nporpammarop - flashrom (nHorga pabotaer);
annaparHblii nporpammaTop (Korga He paboTaeT nporpaMmmHbIn);

o g1 B W

nasnbHas cTaHums (Korga annapaTtHbii HeNb3s NOAKMNIUUTL Yepes
ISP);

7. pokymeHTauun no offset ans moaynewn B OpUrnHanbHOM
nponpunetapHom BIOS;

8. git, GCC, binutils + HekoTopble other dependencies;
9. CoreBoot source;
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COREBOOT — HOWTO

O6Wnn anropuT™ Ang yctaHoBkn CoreBoot Ha yCTPOWCTBO:

1. Mpountatb 13 M3Y 0purMHanbHbIK NponpueTapHbin System BIOS;
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COREBOOT — HOWTO

O6Wnn anropuT™ Ang yctaHoBkn CoreBoot Ha yCTPOWCTBO:

1. TlpounTaTb 13 M3Y opurMHanbHbIK NponpueTapHbin System BIOS;

2. I3BNeYb XU3HEeHHO HeobxoanMble MoayAN AN KOTOPbIX HET
CBOOOAHOW 3aMeHbl;
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COREBOOT — HOWTO

O6Wnn anropuT™ Ang yctaHoBkn CoreBoot Ha yCTPOWCTBO:

w

MpoumnTaTb U3 M3Y opuUrnHanbHbIM NponpueTapHbi System BIOS;

/3BNeyb XU3HEHHO HeobXoaMMble MOAYAV ANS KOTOPbIX HeT
CBOOOJHOW 3aMeHbl;

CobpaTtb Coreboot ¢ moaynamu;
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COREBOOT — HOWTO

O6Wnn anropuT™ Ang yctaHoBkn CoreBoot Ha yCTPOWCTBO:

1. TlpounTaTb 13 M3Y opurMHanbHbIK NponpueTapHbin System BIOS;

2. 13BNeYb XM3HEHHO HeobxoaMmble MOAYNV ANS KOTOPbIX HeT
CBOOOJHOW 3aMeHbl;

3. Cobpatb Coreboot ¢ moaynamu;
4. 3anucatb build/coreboot.rom B M3Y;
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COREBOOT — HOWTO

Thinkpad x201 - Paz6opka 1 nokanusauwus M3y

24



COREBOOT — HOWTO

Thinkpad x201 - Paz6opka 1 nokanusauwus M3y

MX25L6445E

8-PIN SOP (200mil)

0
o1




COREBOOT — HOWTO

Mal A n3ssneuenns ME.bin n descriptor.bin ansa Thinkpad x201:
dd if=flash.bin of=descriptor.bin count=12288 bs=1M\
iflag=count_bytes

dd if=flash.bin of=me.bin skip=12288 count=5230592)\
bs=1M iflag=count_bytes,6 skip_bytes

cat /proc/iomem | grep 'Video ROM' | (read m; \
m=${m/ :*}; s=${m/ —*}; e=S{m/*—}; dd if=/dev/mem\
of=vgabios.bin bs=1c skip=5[0xSs] \
count=$[S[0xSe]l-S[0xSs]+1]
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COREBOOT — HOWTO

Cobupaem Coreboot gnda Thinkpad x201:
BaXXHble MapameTpbl COOPKK

make menuconfig

1. MX25L6445E
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Cobupaem Coreboot gnda Thinkpad x201:
BaXXHble MapameTpbl COOPKK

make menuconfig

1. MX25L6445E
2. LENOVO x201
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Cobupaem Coreboot gnda Thinkpad x201:
BaXXHble MapameTpbl COOPKK

make menuconfig

1. MX25L6445E
2. LENOVO x201
3. ME.bin
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COREBOOT — HOWTO

Cobupaem Coreboot gnda Thinkpad x201:
BaXXHble MapameTpbl COOPKK

make menuconfig

1. MX25L6445E
2. LENOVO x201
3. ME.hin
4

. descriptor.bin
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COREBOOT — HOWTO

Cobupaem Coreboot gnda Thinkpad x201:
BaXXHble MapameTpbl COOPKK

make menuconfig

1. MX25L6445E

2. LENOVO x2071
3. ME.bin

4. descriptor.bin

videorom.bin

ol

27



COREBOOT — HOWTO

make
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[Toaknto4YyeHne nporpammatopa K 3y
HOYyTOKa:
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COREBOOT — HOWTO

3anuco B 13Y:

Found Minipro TLB66CS v3.58.2
Chip ID OK: Bxc22817
Writing Code... OK

Reading Code... OK
Verification OK
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DEMO TIME



COREBOOT - DEMO

5aaBl1DS (versiom rel-1.7.5-8-ge51486c-20158687 S - )
Wachine WUID

Prezs FIZ for boot mens.
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QUESTIONS?



