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Cunctema CA HegocTaTto4yHO HagexxHa

* [louemy Mbl O0/TKHbI AoBepATbL CA?

 OTKyna 6epyTcd KOpPHEBbIe cepTudonkarbl y
nosib3oBartensa?
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Cunctema CA HegocTaTto4yHO HagexxHa

e sslcertificates@live.com
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Cunctema CA HegocTaTto4yHO HagexxHa

e sslcertificates@live.com
* Banombl CA: Comodo, Diginotar, Verisign
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Cunctema CA HegocTaTo4yHO HaaexHa

* sslcertificates@live.com
* Banombl CA: Comodo, Diginotar, Verisign
* MITM boxes: Packet Forensics, Cyberoam

Packet Forensics LI-5B
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Uem oTBeyaeT MHAYCTPUS
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Uem oTBeyaeT MHAYCTPUS

* KOPOTKOXMBYLLIME CEPTUPUNKATDI
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Uem oTBeyaeT MHAYCTPUS

* KOPOTKOXUBYLLIME CepTUUKaThI
e OCSP or GTFO
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Uem oTBeyaeT MHAYCTPUS

* KOPOTKOXUBYLLNE cCepTUUKATHI
* OCSP or GTFO
* HTTP Strict Transport Security (HSTS)
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Uem oTBeyaeT MHAYCTPUS

KopoTKOXUBYLLNE cepTumKaThbl
OCSP or GTFO

HTTP Strict Transport Security (HSTS)
Certificate logs
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Uem oTBeYaeT NMHAYCTPUS

. HTTP Publlc Key Plnnlng (HPKP) n TACK
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Uem oTBeyaeT MHAYCTPUS

* Convergence n Mutually Endorsing CA Infr.

Notaryl « » gQeryer <« » Notary 2

Client
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Uem oTBeyaeT MHAYCTPUS

* The Monkeysphere Project n Web of Trust
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PKI them harder
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MONOTKY BCE KaXXETCA rBO3AEM
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PKI| — He cepebpsaHasa nyns
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N y)X TeM 00/iee He CBSLWEeHHas KopoBa
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Hy>XHa guBepcundomkaumns sawmTol
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[InBepcndomkaums 3allnThbl

e HEeT eanMHON TOUYKM OTKa3a

* [1pnmeHaeTca B peas/ibHOM MUpe ¢ Havyana
BpeMeH
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Hy>XHa guBepcundomkaumns sawmTol

* UT0, ecnn mexaHunsm 3alinTbl oTKasan?

* be3 auBepcudomnkalmu:
- OTKasasia BcA cucrtema
* C anBepcudonkaumnen:
- Bo3poc puck
- He oTkasana Bcsa cucrtema
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* LlnTara:

“Ynpas/ieHne puckamm o3HadaeT BbINo/IHEHUE
CO3HaTe/1bHbIX AEUCTBUN, HanpaB/IeHHbIX Ha
NOBbILLEHNE BEPOATHOCTM XOpOoLLEero ncxoaa
nena v ymeHblleHne BeposaTHOCTU M10X0ro

ncxoaa aena’
— Dan Borge, Bankers Trust
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* KomMmnnekc 3alnTHbIX Mep

* Hn ogHa n3 mep cama no cede He AaéT CU/IbHON
3aWnThbl

« KomMOMHaumMs NpocTbIX 3alUTHBIX Mep AAET CUMbHYIO
3aWmnTy

 [leTasibHasA oUEeHKa 6e30nacHoCcTU

* LLIMpoKO Ucnosnb3yeTcs B 3KOHOMUKE
* [lpumeHnTb B Web npnayman: Peter Gutmann
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be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm
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He T0 XXe camoe, 4YTO 1 MHOIroypoBHeBas
3aliunTa
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[IpyMepbl U3 peasibHOro Mmpa

° napKOBKa B 30HE BUANMOCTN, HU3KNE KYCTbI
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[IpyMepbl U3 peasibHOro Mmpa

 baHKomMmaT Ha Buay
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[1pMepbl N3 peasibHOro Mmpa

* JlnaHbl NPOTUB rpaPPUTK
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* UT0 3a epyHOa”?
- [lapkoBKa nepen AOMOM?
— JlnaHol?

 KoMOMHaUMA NPOCTbIX Mep AAET B
COBOKYMHOCTW XOPOLUYH 3aLlUnTy
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum
* UT0 3a epyHOa”?

— A KakK Xe uenoyka nosepua?
- A Kak Xxe TACK, Convergence, etc?

* OTO BKNaj B OLUEHKY pucka.
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

e [JlamMATb B SSL

- [Apyron ceptudpmkar?

* 1 cpok aencTemsa npenbiayLiero He Bbillen?
- [Apyron knoy?

* /I npeabiayLmn cepTndomkar He 0To3BaH?
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

e [JlamMATb B SSL

— BHe3anHasd cmeHa CA?

e ®paHuy3cknn CA, 6pa3nsibCKnn canTt?
- CmeHa EV Ha DV?
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* [MamaTe B TCP/IP

- KapguHanbHO cmeHunca |P?

* CoBcem gpyrasi noaceTb?
* CoBceMm gpyrasi ctpaHa?

- Traceroute cTas ropaszio Kopoye?
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

e PentuHr CA

- [lpn Tekywem “ABONYHOM™ nNoaxoae HEBO3MOXXEH
e “3amouek’ BCE paBHO byaeT nokasaH
- CTUMyNmMpyeT 3KOHOMUTb Ha KayecTBse

— B0O3MOXeH npu ynpaB/IEHNN PUCKaMWU
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be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm

* IcTopua B3anMoaencTBmA ¢ canTom

Name

Password

Your password will be sent securely encrypted
to the site www.paypal.com, which you've used
25 times In the past

‘ Send password \ Don’t send
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be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm

* IcTopua B3anMoaencTBmA ¢ canTom

Name

® ——ul)

Password

Your password will be sent without any
protection to the site www.p4ypal.com, which
you've never visited before. You should not send
your password to this site unless you're
absolutely sure that it's safe

Send password




be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* [Ipumep: 6aHK Societe Generale

— XOCTUTCHA Ha AS
- Iima AS: SOCIETE-GENERALE

- lNMoaknto4veHa K ppaHLy3CcKoMy O63KO0HY
- PaboTtaet ¢ 1995 ropa
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be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm

* DNS

- Reverse lookup: client321.adsl-pool.isp.com
- ManeHbknn TTL
- KombuHauusa 3anncen A, MX, NS

- Pernctpartop DNS un IP:

 RIPE: pyCK MeHbLUe
e GoDaddy: puck 6onblue




be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm

 TCP/IP stack fingerprint

- E-commerce cant xoctutca Ha Windows Home
Premium?

— OTKpbIT NOPT, NO
KOTOPOMY CnyLlaeT
“nonynspHbIN” TPOAH?
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* URL

- Knpunnunyeckmne cumBO/blI B UMEHaxX NoNynsapHbIX
canToB: yandex.ru

- Spell-check: panascanic.com, bankoffireland.ie
- [MoacTtpoku: “members”, “adsl-pool”, etc
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* KOHTEHT

— CpaBHeHMe Cc Beb-apX1nBom
— CpaBHeHune c kawem Google
- CpaBHeHue ¢ User Agent = Googlebot
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* KOHTEHT

— CTpaHuua nbiTaeTcs 3a1enCcTBOBaTb U3BECTHbIE
YA3BMMOCTN?

- HTML T13ru B “HenpaBUbHLIX" MecTax?
- Heckonbko T3aros html, head, title, body?

— MHOro o6bLeKToB noarpyXxaertca U3 gpyrux
NOMEHO0B?

* CMm. npoBepky URL
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be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm

e Javascript

— [I/INHHbIE CTPOKN U NX SHTPONUS

— BbI30BbI eval(), 6osbLuoe KonmyecTso substring(),
concat(), fromCharCode()

{CAN OVERFLOW THESE

EASY REALLY,

HEY RMS, IT SEEMS I IT'S PRETTY
SPEECH BALLOONS

WATCH... JTNOP NOP NOP)

NOP NOP
NOP NOP
NOP NOP
NOP NOP

NOP NOP | £

i

NOP NOP NOP NOP NOP NOP |
NOP NOP NOP NOP NOP NOP
| NOP NOP NOP NOP NOP NOP
| NOP NOP NOP NOP NOP NOP
NOP NOFP NOP NOP NOP NOP
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be30onacHOCTb Yyepes3 ynpaB/ieHne puckamm

* banecoBcKuUn PUNbLTP
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum

* Obghyckauna KOHTEHTA

- HecnoxHo
— Ho BbI3bIBaeT NoAo03peHme

- MexaHn3mbl aHTU-0ETEKTUPOBAHNA CaMU
obsieryaroT JeTeKTMpoBaHme
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be30onacHOCTb Yepes3 ynpaB/ieHne puckamum
Safe

Entered password at this
site 18 times in the past

Server OS is RHEL

Site at same loc. as AS

AS matches site,
allocated 8 years ago

Certificate active at this
site for 135 days

Certificate is from a
reputable CA

Has a certificate

Unsafe " P— \
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Ho Beab...

e OTO Xe CKaXXeTcs Ha Npon3BoauTe/IbHOCTU!

- He Bce caliTbl Ha0 NPOBEPATL TWATEbHO

- OnTnmmnsaunsa

e [1poBepPKN OAHOBPEMEHHO C 3arpy3Kon CTpaHuLbl
* KalumpoBaHue pe3ynbraTtoB
* [NpedeTynHr
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BbiBOAbI

* bpay3epam eCcTb Kyaa pacTtu
- PKI HepocTaTO4HO HaAEXHO, N OHO He Be3ne
— YEépHble cnncku pabdoTatoT naoxo

* Hao NPUMEHATL ynpaB/ieHne prUcKkamu

— [1poBepeHO BpeMeHeM B peas/ibHOM Mupe
- MoXxHO ucnonb3oBatb 1 B Web
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Cnacnoo 3a BHuMmaHue!

Bonpochkl?
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